
Publisher process:

REQHello


60 second interval


replyMethod: REQPublicKeyPut

Node Central

Subscriber process:

REQHello


replyMethod: REQNone
REQHello

Public Keys receive via Hello messages

Check if the key is a new key.

If it is a new key send notification to operator to

allow new key into the system

Store the key into the Public keys hash map



Publisher process:

REQPublicKeyGet

60 second interval


replyMethod: REQPublicKeyPut

Node Central

Subscriber process:
REQPublicKeyGet




replyMethod: REQToFileCont

REQPublicKeyGet

subscriber REQPublicKeyPut
 REQPublicKeyPut

Public Key Storage on Central

Put key into hash map, and db for storage.



message:
REQAuthMapNode


Data: Command -> []{FromNode}

Signature: signed-by-central

Central Node

Subscriber process:
REQAuthSchemaNode


Command -> []{FromNode, signed-by-central}




REQPublicKeyGet

Store the authSchema in in-memory hash map

Store the authSchema to file

Verify that the signature matches central server

Auth map distribution to Nodes



message:
Method: REQCliCommand


MethodArgs: []{"some","bash","command"}

Signature: .....

Node Node

Subscriber process:

Method: REQCliCommandREQCliCommand

Verify the signature with the public key we got for
the fromNode

Verify that the fromNode and the MethodArgs are
in our allowed list

Verification of Allow Map and Signature on Nodes



     

